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Abstract—The broadcast channel (BC) with one confidential
message and where the decoders cooperate via a one-sided link
is considered. A pair of messages is transmitted, one message for
each user. The message to the cooperative user is confidential and
is kept secret from the cooperation-aided user. The secrecy level
is measured by the equivocation rate. An inner bound on the
secrecy-capacity region of the BC is derived. The inner bound is
achieved by double-binning the codebook of the secret message.
The inner bound is tight for the semi-deterministic (SD) and
physically degraded (PD) cases. The secrecy results are compared
to those of the corresponding BCs without a secrecy constraint.
A cooperative Blackwell channel example illustrates the impact
of secrecy on the rate regions.

I. I NTRODUCTION
User cooperation and security are two essential aspects of
modern communication systems. Cooperation between nodes
potentially increases the transmission rates, whereas confidential transmissions might limit these rates. To shed light
on the interaction between these two phenomena, we study
broadcast channels (BCs) with one-sided decoder cooperation
and one confidential message (Fig. 1). Cooperation is modeled
as conferencing, i.e., information exchange via a rate-limited
link that extends from one receiver (referred to as the cooperative receiver) to the other (the cooperation-aided receiver).
The cooperative receiver possesses confidential information,
which should be kept secret from the other user. Thus, the
cooperative receiver helps the other user while keeping its
own message secret. We derive an inner bound on the secrecycapacity region of this BC, which we show is tight for semideterministic (SD) and physically degraded (PD) scenarios.
A. Brief History
Information theoretic secrecy was introduced by Shannon
in his seminal work [1], where he studied communication between a source and a receiver in the presence of an eavesdropper. Later, Wyner modeled secret communication over noisy
channels when he introduced the degraded wiretap channel
and derived its secrecy-capacity region [2]. Csiszár and Köner
[3] extended Wyner’s result to a general BC in which the
source also transmits a common message to both users. The
development of wireless communication, whose inherent open
nature makes it vulnerable to security attacks, has inspired a
growing interest in understanding the fundamental limits of
secure communication [4]–[12].
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Fig. 1. SD-BC with cooperation and one confidential message.

BC settings combining secrecy and cooperation were considered in [13], where the authors derive inner and outer
bounds on the rate-equivocation region of the relay-BC (RBC)
with one or two confidential messages. The inner bound in [13]
recovers past results without cooperation, e.g., [2] and [3],
however it remains unclear whether it is tight for cooperative
settings.
B. Contributions
We derive an inner bound on the secrecy-capacity region
of the cooperative BC with one confidential message (Fig. 1),
and show it is tight for SD and PD BCs. Our coding strategy
relies on double-binning the codebook of the confidential
message to allow joint encoding and preserve confidentiality.
The cooperation link conveys information on a portion of the
non-confidential message. The converses for the SD and PD
cases are established by using telescoping identities [14].
Comparing our coding scheme to the one for the BC with
conferencing but without secrecy [15] reveals two main differences. The first is a randomizer that introduces an additional
layer of binning and, in turn, ensures secrecy. Second, our
cooperation protocol is based on a public message that is
assembled from the non-confidential message only. Without
secrecy constraints, the public message comprises parts of
both messages. This difference is fundamental since when
coding for the BC with secrecy, a cooperation protocol that
shares information about the confidential message violates the
secrecy constraint. The effect of secrecy is further studied by
considering the cooperative PD-BC and the SD-BC without
cooperation. A Blackwell channel example illustrates the results. Comparing the regions to the ones without secrecy reveals that, although a confidential message shrinks the region,
if the confidential message rate is below a certain threshold,
there is no rate-loss.
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II. P ROBLEM D EFINITION
We use the following notations. Given
two
 numbers 𝑎, 𝑏 }∈
{
ℝ, let [𝑎 : 𝑏] be the set of integers 𝑛 ∈ ℕ⌈𝑎⌉ ≤ 𝑛 ≤ ⌊𝑏⌋ .
We define ℝ+ = {𝑥 ∈ ℝ∣𝑥 ≥ 0}. The other notations are
standard and are as in [16], see also Section II of [15].
The BC with cooperation and one confidential message is
illustrated in Fig. 1. The sender chooses a pair (𝑚1 , 𝑚2 ) of
indices uniformly and independently from the set [1 : 2𝑛𝑅1 ] ×
[1 : 2𝑛𝑅2 ] and maps them to a sequence x ∈ 𝒳 𝑛 , which is
the channel input. The sequence x is transmitted over a BC
with transition probability 𝑃𝑌1 ,𝑌2 ∣𝑋 . If the channel transition
matrix factors as 1{𝑌1 =𝑓 (𝑋)} 𝑃𝑌2 ∣𝑋 or 𝑃𝑌1 ∣𝑋 𝑃𝑌2 ∣𝑌1 we call the
BC SD or PD, respectively. The output sequence y𝑗 ∈ 𝒴𝑗𝑛 ,
where 𝑗 = 1, 2, is received by decoder 𝑗. Decoder 𝑗 produces
ˆ 𝑗 . Furthermore, the
an estimate of 𝑚𝑗 , which is denoted by 𝑚
message 𝑚1 is to be kept secret from Decoder 2. There is a
one-sided noiseless cooperation link of rate 𝑅12 from Decoder
1 to Decoder 2. By conveying a message 𝑚12 ∈ [1 : 2𝑛𝑅12 ]
over this link, Decoder 1 can share with Decoder 2 information
ˆ 1 , or both.
about y1 , 𝑚
Definition 1 (Code Description): A (𝑛, 2𝑛𝑅12 , 2𝑛𝑅1 , 2𝑛𝑅2 )
code for the BC cooperation and one confidential message has:
1) Three message sets ℳ12 = [1 : 2𝑛𝑅12 ], ℳ1 = [1 :
2𝑛𝑅1 ] and ℳ2 = [1 : 2𝑛𝑅2 ].
2) A stochastic encoder that is described by a matrix of
conditional PMFs 𝑃𝑋 𝑛 ∣𝑀1 ,𝑀2 .
3) A decoder cooperation function 𝜙12 : 𝒴1𝑛 → ℳ12 .
4) Two decoding functions 𝜓1 : 𝒴1𝑛 → ℳ1 and 𝜓2 : 𝒴2𝑛 ×
ℳ12 → ℳ2 .
Definition 2 (Error Probability): The average error
( probabil𝑛𝑅12 𝑛𝑅1 𝑛𝑅2
ˆ 1, 𝑀
ˆ 2 ) ∕=
,
2
,
2
)
code
is
𝑃
=
ℙ
(𝑀
ity for a (𝑛,
2
𝑒
)
ˆ 1 = 𝜓1 (𝑌 𝑛 ) and 𝑀
ˆ 2 = 𝜓2 (𝑌 𝑛 , 𝑀12 ).
(𝑀1 , 𝑀2 ) , where 𝑀
1
2
The secrecy level at receivers 2 is measured with respect to
the equivocation rate 𝑛1 𝐻(𝑀1 ∣𝑀12 , 𝑌2𝑛 ).
Definition 3 (Achievable Rates): A rate triple (𝑅12 , 𝑅1 , 𝑅2 )
is achievable if for any 𝜖, 𝜉 > 0 there is a sufficiently large
𝑛 ∈ ℕ and a (𝑛, 2𝑛𝑅12 , 2𝑛𝑅1 , 2𝑛𝑅2 ) code such that 𝑃𝑒 ≤ 𝜖
and 𝑛𝑅1 − 𝐻(𝑀1 ∣𝑀12 , 𝑌2𝑛 ) ≤ 𝑛𝜉.
The secrecy-capacity region 𝒞 is the closure of the set of
achievable rates.
A. Main Results
We state an inner bound on the secrecy-capacity region of
a BC with cooperation and one confidential message (Fig. 1).
Theorem 1 (General Inner Bound): Let ℛ𝐼 be the union of
rate triples (𝑅12 , 𝑅1 , 𝑅2 ) ∈ ℝ3+ satisfying:

where the union is over all probability mass functions (PMFs)
𝑃𝑉,𝑈1 ,𝑈2 ,𝑋 𝑃𝑌1 ,𝑌2 ∣𝑋 where 𝑉 , 𝑈1 and 𝑈2 are auxiliary random
variables with bounded cardinalities. The following inclusion
holds:
(2)
ℛ𝐼 ⊆ 𝒞.
The proof of Theorem 1 is relegated to Appendix A. The
inner bound in Theorem 1 is tight for SD- and PD-BCs, as
stated in the following theorems.
Theorem 2 (Secrecy-Capacity Region of the SD-BC): The
secrecy-capacity region 𝒞𝑆𝐷 of the SD-BC with cooperation
and one confidential message is the union of rate triples
(𝑅12 , 𝑅1 , 𝑅2 ) ∈ ℝ3+ satisfying:
𝑅1 ≤ 𝐻(𝑌1 ∣𝑉, 𝑈, 𝑌2 )
𝑅2 ≤ 𝐼(𝑉, 𝑈 ; 𝑌2 ) + 𝑅12

𝑅1 + 𝑅2 ≤ 𝐻(𝑌1 ∣𝑉, 𝑈, 𝑌2 ) + 𝐼(𝑈 ; 𝑌2 ∣𝑉 ) + 𝐼(𝑉 ; 𝑌1 ) (3c)
where the union is over all PMFs 𝑃𝑉,𝑈,𝑌1 ,𝑋 𝑃𝑌2 ∣𝑋 1{𝑌1 =𝑓 (𝑋)} .
Moreover, 𝑉 and 𝑈 are auxiliary random variables with
bounded cardinalities.
For the achievability of Theorem 2 we set 𝑈1 = 𝑌1 and
relabel 𝑈2 = 𝑈 in Theorem 1. A converse follows by setting
𝑛
) and 𝑈𝑖 ≜ 𝑀2 . The Markov relation
𝑉𝑖 ≜ (𝑀12 , 𝑌1𝑖−1, 𝑌2,𝑖+1
(𝑉, 𝑈 ) − 𝑋 − (𝑌1 , 𝑌2 ) is shown to hold by using functional
dependence graphs (FDGs) and the notion of d-separation [17].
Details are omitted due to lack of space.
Theorem 3 (Secrecy-Capacity Region of the PD-BC): The
secrecy-capacity region 𝒞𝑃 𝐷 of the PD-BC with cooperation
and one confidential message is the union of rate triples
(𝑅12 , 𝑅1 , 𝑅2 ) ∈ ℝ3+ satisfying:
𝑅1 ≤ 𝐼(𝑈 ; 𝑌1 ∣𝑉 ) − 𝐼(𝑈 ; 𝑌2 ∣𝑉 )
𝑅2 ≤ 𝐼(𝑉 ; 𝑌2 ) + 𝑅12
𝑅1 + 𝑅2 ≤ 𝐼(𝑈 ; 𝑌1 ) − 𝐼(𝑈 ; 𝑌2 ∣𝑉 )

+ 𝐼(𝑈2 ; 𝑌2 ∣𝑉 ) (1c)

(4a)
(4b)
(4c)

where the union is over all PMFs 𝑃𝑉,𝑈 𝑃𝑋∣𝑈 𝑃𝑌1 ∣𝑋 𝑃𝑌2 ∣𝑌1 .
Moreover, 𝑉 and 𝑈 are auxiliary random variables with
bounded cardinalities.
The direct part of Theorem 3 follows by setting 𝑈1 = 𝑈
and 𝑈2 = 0 in Theorem 1 and reducing the domain over which
the union is taken to encompass only PMFs where 𝑉 − 𝑈 − 𝑋
form a Markov chain. For the converse, which is omitted due
𝑛
) and
to space limitations, we take 𝑉𝑖 ≜ (𝑀2 , 𝑌1𝑖−1 , 𝑌2,𝑖+1
𝑈𝑖 ≜ (𝑀1 , 𝑉𝑖 ). This choice results in the Markov relation
𝑉𝑖 − 𝑈𝑖 − 𝑋𝑖 − 𝑌1,𝑖 − 𝑌2,𝑖 that holds for every 𝑖 ∈ [1 : 𝑛], and
therefore it also holds in its single-letter form.

𝑅1 ≤ 𝐼(𝑈1 ; 𝑌1 ∣𝑉 )−𝐼(𝑈1 ; 𝑈2 ∣𝑉 )−𝐼(𝑈1 ; 𝑌2 ∣𝑉, 𝑈2 )
(1a)
𝑅2 ≤ 𝐼(𝑉, 𝑈2 ; 𝑌2 ) + 𝑅12
(1b)
𝑅1 + 𝑅2 ≤ 𝐼(𝑉, 𝑈1 ; 𝑌1 ) − 𝐼(𝑈1 ; 𝑈2 ∣𝑉 ) − 𝐼(𝑈1 ; 𝑌2 ∣𝑉, 𝑈2 )

(3a)
(3b)

III. E FFECT OF S ECRECY C ONSTRAINTS ON C ODING
S CHEMES AND R ATE R EGIONS
What is the impact of a confidential message on the best
coding scheme and, consequently, on the capacity region
of different classes of BCs? To help answer this question,
we compare the SD and PD versions of the BC to their
corresponding models without secrecy.
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Fig. 2. SD-BC without cooperation: Capacity region without secrecy constraints vs. secrecy-capacity region where 𝑀1 is confidential.

A. SD-BCs
Consider the SD-BC without cooperation in which 𝑀1
is secret. Although the non-cooperative channel is easier to
compare, the impact of secrecy on the cooperative model is
similar. Using Theorem 2, we establish the secrecy-capacity
region of the SD-BC with one confidential message.
Corollary 4 (Secrecy-Capacity Region of the SD-BC without
★
of the SDCooperation): The secrecy-capacity region 𝒞𝑆𝐷
BC with one confidential message is the union of rate pairs
(𝑅1 , 𝑅2 ) ∈ ℝ2+ satisfying:
𝑅1 ≤ 𝐻(𝑌1 ∣𝑈, 𝑌2 )

(5a)

𝑅2 ≤ 𝐼(𝑈 ; 𝑌2 )

(5b)

where the union is over all PMFs 𝑃𝑈,𝑌1 ,𝑋 𝑃𝑌2 ∣𝑋 1{𝑌1 =𝑓 (𝑋)}
and 𝑈 is and auxiliary random variables with bounded cardinality.
Marton coding [18] achieves the capacity region of the
classic SD-BC [19]. The capacity is the union of rate pairs
(𝑅1 , 𝑅2 ) ∈ ℝ2+ satisfying:
𝑅1 ≤ 𝐻(𝑌1 )
𝑅2 ≤ 𝐼(𝑈 ; 𝑌2 )
𝑅1 + 𝑅2 ≤ 𝐻(𝑌1 ∣𝑈 ) + 𝐼(𝑈 ; 𝑌2 )

𝑅1

𝐼(𝑋; 𝑌1 ∣𝑉 )−𝐼(𝑉 ; 𝑌2 )−𝑅12 𝐼(𝑋; 𝑌1 ∣𝑉 )

(6a)
(6b)
(6c)

where the union is over the same domain as in Corollary 4.
The regions in (5) and (6) (for a fixed PMF) are depicted in
Fig. 2. When 𝑀1 is secret, one can no longer operate on both
corner points of Marton’s region. Rather, the optimal coding
scheme is the one with the lower transmission rate to User 1.
An additional rate-loss of 𝐼(𝑌1 ; 𝑌2 ∣𝑈 ) in 𝑅1 is caused by the
extra layer of binning used to conceal 𝑀1 from the 2nd user.
A coding scheme for the higher corner point of the region
)
without secrecy, i.e., to ( 𝐻(𝑌1 ) , 𝐼(𝑈 ; 𝑌2 ) − 𝐼(𝑈 ; 𝑌1 ) , is
not feasible for the case with secrecy since the larger value
of 𝑅1 violates the secrecy constraint. A similar relation holds
for the corresponding regions with cooperation.
B. PD-BCs
Consider next the PD-BC and its secrecy-capacity region
stated in Theorem 3. A consequence of Theorem 3 is that the

Fig. 3. PD-BC with cooperation: capacity region without secrecy constraints
vs. secrecy-capacity region where 𝑀1 is confidential.

region described by the union over all 𝑃𝑈,𝑋 𝑃𝑌1 ∣𝑋 𝑃𝑌2 ∣𝑌1 of
rate triples (𝑅12 , 𝑅1 , 𝑅2 ) ∈ ℝ3+ satisfying:
𝑅1 ≤ 𝐼(𝑋; 𝑌1 ∣𝑉 ) − 𝐼(𝑋; 𝑌2 ∣𝑉 )
𝑅2 ≤ 𝐼(𝑉 ; 𝑌2 ) + 𝑅12
𝑅1 + 𝑅2 ≤ 𝐼(𝑋; 𝑌1 ) − 𝐼(𝑋; 𝑌2 ∣𝑉 )

(7a)
(7b)
(7c)

is achievable. Henceforth, we consider the region in (7), which
we denote by ℛ𝐼𝑃 𝐷 , to compare to the setting without secrecy.
Note that by prefixing a channel 𝑃𝑋∣𝑈 , the region ℛ𝐼𝑃 𝐷 is
expanded to exhaust the secrecy-capacity region 𝒞𝑃 𝐷 . Keeping
this in mind, ℛ𝐼𝑃 𝐷 suffices for the subsequent discussion.
The capacity region 𝒞𝑃★ 𝐷 of the corresponding channel
without a secrecy constraint on 𝑀1 (see [20] and [21])
is the union over the same domain as (7) of rate triples
(𝑅12 , 𝑅1 , 𝑅2 ) ∈ ℝ3+ satisfying:
𝑅1 ≤ 𝐼(𝑋; 𝑌1 ∣𝑉 )
𝑅2 ≤ 𝐼(𝑉 ; 𝑌2 ) + 𝑅12
𝑅1 + 𝑅2 ≤ 𝐼(𝑋; 𝑌1 ).

(8a)
(8b)
(8c)

In contrast to the SD case, the only impact of a secrecy
constraint on 𝑀1 on the rate region is expressed in a rate-loss
of 𝐼(𝑋; 𝑌2 ∣𝑉 ) in 𝑅1 . Thus,
( for a( fixed 𝑃𝑈,𝑋 𝑃𝑌1 ∣𝑋)𝑃𝑌2 ∣𝑌1), if
+
★
(𝑅12 , 𝑅1 , 𝑅2 ) ∈ 𝒞𝑃 𝐷 then 𝑅12 , 𝑅1 −𝐼(𝑋; 𝑌2 ∣𝑉 ) , 𝑅2 ∈
𝒞𝑃 𝐷 , and vice versa, where (𝑥)+ = max(0, 𝑥). This relation
is illustrated in Fig. 3 for some fixed value of 𝑅12 and under
the assumption that 𝐼(𝑉 ; 𝑌2 ) + 𝑅12 > 𝐼(𝑉 ; 𝑌1 ). The code
construction for both problems is the same up to the use of a
randomizer for secrecy. The reason for this similarity is that,
whether 𝑀1 is secret or not, its codebook is superposed on
the codebook of 𝑀2 . The cooperation protocol in both cases
conveys part of 𝑀2 from Decoder 1 (which is able to decode
𝑀2 without cost due the degraded property of the channel)
to Decoder 2. Thus, introducing a secrecy constraint on 𝑀1
results in an additional layer of binning of its codewords,
while the codebook of 𝑀2 and the cooperation protocol remain
unaffected.
IV. B LACKWELL C HANNEL E XAMPLE
Consider the Blackwell channel [22], [23] illustrated in Fig
4. Using Theorem 2 we derive the secrecy-capacity region and
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Fig. 4. Blackwell channel with cooperation and one confidential message.

parameterize the input PMF 𝑃𝑋 as 𝑃𝑋 (0) = 𝛼, 𝑃𝑋 (1) = 𝛽
and 𝑃𝑋 (2) = 1 − 𝛼 − 𝛽 (where 𝛼, 𝛽 ∈ ℝ+ and 𝛼 + 𝛽 ≤ 1)
to obtain capacity region:
(
)
⎧
⎫
𝛽

⎨ 𝑅1 ≤ (1 − 𝛼)𝐻𝑏 1−𝛼
⎬
∪ 
𝒞BW =
.
𝑅
≤
𝐻
(𝛼)
+
𝑅
2
𝑏
12


⎭
𝛽
𝛼,𝛽∈ℝ+ , ⎩
𝑅1 + 𝑅2 ≤ 𝐻𝑏 (𝛼) + (1 − 𝛼)𝐻𝑏 ( 1−𝛼 )
𝛼+𝛽≤1
(9)
The projection of 𝒞BW onto the plane (𝑅1 , 𝑅2 ) for different
values of 𝑅12 is depicted in Fig. 5(a).
For every fixed value of 𝑅12 ∈ ℝ+ , the maximal 𝑅1 in 𝒞BW
is 1 [bits/use]. This can be obtained from the rate bounds in
(9) by setting 𝛼 = 0 and 𝛽 = 12 , which implies that (𝑅12 , 1, 0)
is achievable for every 𝑅12 ∈ ℝ+ . The corresponding coding
strategy has the encoder choose each channel input symbol
uniformly from the set {1, 2} ⊂ 𝒳 . Doing so lets Decoder
1 effectively see a clean binary channel (by mapping every
received 𝑌1 = 0 to the input symbol 𝑋 = 2) with capacity
1. Decoder 2, on the other hand, sees a zero-capacity channel
since both 𝑋 = 1 and 𝑋 = 2 are mapped to 𝑌2 = 1. Thus,
Decoder 2 has no information on the transmitted sequence
(and secrecy is achieved) while one bit is conveyed securely
to Decoder 1 in each channel use.
To compare 𝒞𝐵𝑊 to the region without secrecy, we once
again parameterize the input distribution 𝑃𝑋 as before and
plug it into the result from [15, Corollary 13], which states
the capacity region of the DBC with one-sided decoder cooperation. The capacity region of the Blackwell channel without
secrecy is (see also [24, Eq. (26) and Fig. 6]):
⎧
⎫
⎨ 𝑅1 ≤ 𝐻𝑏 (𝛽)
⎬
★
𝑅2 ≤ 𝐻𝑏 (𝛼) + 𝑅12
𝒞BW
=
.
⎩
⎭
𝛽
𝛼,𝛽∈ℝ+ ,
𝑅1 + 𝑅2 ≤ 𝐻𝑏 (𝛼) + (1 − 𝛼)𝐻𝑏 ( 1−𝛼
)
𝛼+𝛽≤1
(10)
Fig. 5(b) shows the projection of the regions in (9) and (10)
onto the plane (𝑅1 , 𝑅2 ) for 𝑅12 = 0.2. The dashed blue line
represents the capacity region without secrecy while the red
line depicts the region with secrecy.
The secrecy-capacity region where a confidential message
is present is strictly smaller than the corresponding region
(Th)
without secrecy. However, as long as 𝑅1 ≤ 𝑅1 , where
(Th)
𝑅1 ≈ 0.6597, the secrecy of 𝑀1 is achieved without rate
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Fig. 5. (a) Projection of the secrecy-capacity region of the Blackwell channel
onto the plane (𝑅1 , 𝑅2 ) for different 𝑅12 values; (b) For 𝑅12 = 0.2: secrecycapacity region where 𝑀1 is secret vs. capacity region without secrecy

(Th)

loss in 𝑅2 . When 𝑅1 > 𝑅1 , an increased rate of the
confidential message is accompanied by a decreased value of
𝑅2 as compared to when no secrecy is required. Considering
the extreme point where 𝑅1 = 1, we note that if 𝑀1 is
not confidential, then one can transmit 𝑀1 at rate 𝑅1 = 1
and still have a positive value of 𝑅2 (up to approximately
𝑅2 ≈ 0.5148). When 𝑀1 is confidential, however, 𝑅1 = 1 is
achievable only if 𝑅2 = 0.
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A PPENDIX A
P ROOF OF T HEOREM 1
Codebook Generation: Split 𝑀2 into two independent
parts (𝑀20 , 𝑀22 ) with rates 𝑅20 and 𝑅22 , that satisfy
𝑅2 = 𝑅20 + 𝑅22 ,

(11)

and alphabets ℳ20 and ℳ22 , respectively. 𝑀20 is referred
to as a public message while 𝑀22 denotes private message
number 2. Let 𝑊 be a random variable uniformly distributed
˜
over 𝒲 = [1 : 2𝑛𝑅 ] and independent of (𝑀1 , 𝑀2 ).
Generate a public message codebook 𝒞𝑉 that comprises
2𝑅20 𝑣-codewords v(𝑚20 ), 𝑚20 ∈ ℳ20 , drawn according to
𝑃𝑉𝑛 . Randomly and uniformly partition 𝒞𝑉 into 2𝑛𝑅12 bins
ℬ(𝑚12 ), where 𝑚12 ∈ ℳ12 .
For each v(𝑚20 ) ∈ 𝒞𝑉 , generate a codebook 𝐶𝑈1 (𝑚20 )
′
˜
1 +𝑅1 +𝑅)
that comprises 2𝑛(𝑅

(
) codewords u1 , each drawn ac𝑛

cording to 𝑃𝑈1 ∣𝑉 ⋅ 𝑣𝑖 (𝑚20 ) independent of all the other 𝑢1 codewords. Label these codewords u1 (𝑚20 , 𝑚1 , 𝑖, 𝑤), where
′
(𝑚1 , 𝑖, 𝑤) ∈ ℳ1 × [1 : 2𝑛𝑅1 ] × 𝒲.
For each v(𝑚20 ) ∈ 𝒞𝑉 also generate a codebook 𝐶𝑈2 (𝑚20 )
that comprises 2𝑛𝑅22 𝑢2 -codewords, each associated with a
private message 𝑚22 ∈ ℳ22 . Each 𝑢2 -codeword in 𝐶𝑈2 (𝑚20 )
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( 
)
is drawn according to 𝑃𝑈𝑛2 ∣𝑉 ⋅ 𝑣𝑖 (𝑚20 ) independent of the
other 𝑢2 -codewords.
( Encoding: To) transmit the message pair (𝑚1 , 𝑚2 ) =
𝑚1 , (𝑚20 , 𝑚22 ) , the encoder chooses 𝑤 uniformly from
𝑛𝑅′
𝒲
( and searches for an index 𝑖 ∈ [1 :) 2 1 ] such that
v(𝑚20 ), u1 (𝑚20 , 𝑚1 , 𝑖, 𝑤), u2 (𝑚20 , 𝑚22 ) are jointly typical with respect to 𝑃𝑉,𝑈1 ,𝑈2 . The channel input sequence x
is then randomly generated symbol-by-symbol according to
𝑃𝑋∣𝑉,𝑈1 ,𝑈2 and is transmitted over the channel.
Decoding and Cooperation Process: Decoder 1: Searches
for a unique triple (𝑚
ˆ 20 , 𝑚
ˆ 1 , 𝑤)
ˆ ∈ ℳ20 × ℳ1 × 𝒲
′
for (
which there is an index ˆ𝑖 )∈ [1 : 2𝑛𝑅1 ] such
(𝑛)
that v(𝑚
ˆ 20 ), u1 (𝑚
ˆ 20 , 𝑚
ˆ 1 , ˆ𝑖, 𝑤),
ˆ y1 are in 𝒯𝜖 (𝑃𝑉,𝑈1 ,𝑌1 ).
Upon finding such unique triple, 𝑚
ˆ 1 is declared as the decoded
message; otherwise, an error is declared.
ˆ 1 , ˆ𝑖, 𝑤),
ˆ Decoder 1 conveys the
Cooperation: Having (𝑚
ˆ 20 , 𝑚
bin number of v(𝑚
ˆ 20 ) to Decoder 2 via the cooperation link.
Decoder 2: Upon receiving (𝑚
ˆ 12 , y2 ), Decoder 2 searches
ˆˆ 20 , 𝑚
ˆˆ 22 ) ∈ ℳ20 × ℳ22 such that
for
a
unique
pair
(
𝑚
)
(
ˆˆ 20 ), u2 (𝑚
ˆˆ 20 , 𝑚
ˆˆ 22 ), y2 are in 𝒯𝜖(𝑛) (𝑃𝑉,𝑈 ,𝑌 ), where
v(𝑚
2
2
ˆ
v(𝑚
ˆ 20 ) ∈ ℬ(𝑚ˆ12 ). If such a unique pair is found, then
ˆˆ 2 ≜ (𝑚
ˆˆ 20 , 𝑚
ˆˆ 22 ) is declared as the decoded message;
𝑚
otherwise an error is declared.
By standard analysis, which we omit due to space limitations, reliability is achieved provided that
𝑅1′ > 𝐼(𝑈1 ; 𝑈2 ∣𝑉 )
˜ < 𝐼(𝑈1 ; 𝑌1 ∣𝑉 )
𝑅1 + 𝑅1′ + 𝑅
˜ < 𝐼(𝑉, 𝑈1 ; 𝑌1 )
𝑅20 + 𝑅1 + 𝑅1′ + 𝑅

(12a)
(12b)

𝑅22 < 𝐼(𝑈2 ; 𝑌2 ∣𝑉 )

(12c)
(12d)

𝑅2 − 𝑅12 < 𝐼(𝑉, 𝑈2 ; 𝑌2 ).

(12e)

˜ = 𝐼(𝑈1 ; 𝑌2 ∣𝑉, 𝑈2 ) − 𝜖′ ,
Equivocation Analysis: We take 𝑅
where 𝜖′ > 0 is small for sufficiently large 𝑛, and show that
the secrecy constraint is satisfied. Consider:
(𝑎)

𝐻(𝑀1 ∣𝑀12 , Y2 ) ≥ 𝐻(𝑀1 ∣V, U2 , Y2 )
=𝐻(𝑀1 , Y2 ∣V, U2 ) − 𝐻(Y2 ∣V, U2 )
(𝑏)

≥ 𝐻(U1 ∣V,U2 )−𝐻(U1 ∣𝑀1 ,V,U2 ,Y2 )−𝐼(U1 ;Y2 ∣V,U2 )
(13)

where (a) follows because conditioning cannot increase entropy and because 𝑀12 is defined by V, while (b) follows
since Y2 − (V, U1 , U2 ) − 𝑀1 forms a Markov chain (this
can be shown using functional dependence graphs [17]).
Following the approach devised in Lemmas 2 and 3 of [4],
and by using the fact that for every V = v, U1 attains
′
˜
2𝑛(𝑅1 +𝑅1 +𝑅) possible realizations with equal probability, we
find that 𝐻(𝑀1 ∣𝑀12 , Y2 ) ≥ 𝑛𝑅1 − 𝑛𝜖′𝜉 , where 𝜉 ′ can be
made arbitrarily small with 𝑛. The proof is concluded by applying Fourier-Motzkin elimination on (12) while substituting
˜ = 𝐼(𝑈1 ; 𝑌2 ∣𝑉, 𝑈2 ) − 𝜖′ and using (11).
𝑅

R EFERENCES
[1] C. E. Shannon. Communication theory of secrecy systems. Bell Sys.
Techn., 28(4):656715, Oct. 1949.
[2] A. D. Wyner. The wire-tap channel. Bell Sys. Techn., 54(8):1355–1387,
Oct. 1975.
[3] I. Csiszár and J. Körner. Broadcast channels with confidential messages.
IEEE Trans. Inf. Theory, 24(3):339–348, May 1978.
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